Apr - Jun © 2016 Transactions; 3(10): 443-448

ISSN (online): 2349-0020

International Journal of Research and Applications

ISSN (print): 2394-4544 http://www ijraonline.com/

Case Study

DRIVEN BY d

PSMPAL: Patient Self-Controllable, Multi-Level Privacy-Preserving Cooperative
Authentication and Load balancing in Distributed M-Healthcare Cloud Computing System

1 A.Sampath Kumar, 2K. Srinivas and 3K. Obulesh

Corresponding Author:
amaravathi.sampath@gmail.com

DOI:
http://dx.doi.org/
10.17812/TJRA.3.10(75)2016

Manuscript:

Received: 6% Apr, 2016
Accepted: 15t May, 2016
Published: 28t June, 2016

Publisher:
Global  Science  Publishing
Group, USA
http://www.globalsciencepg.org/

ABSTRACT

Distributed m-healthcare
cloud computing system

significantly facilitates

efficient patient treatment for medical consultation by sharing
personal health information among healthcare providers. However,
it brings about the challenge of keeping both the data secure and
balancing load to improve the efficiency. Many existing access
control and anonymous authentication schemes cannot be
straightforwardly exploited. To solve the problem, in this paper, a
novel authorized accessible privacy model (AAPM) is established
with efficient Load balancing. Patients can authorize physicians by
setting an access tree supporting flexible threshold predicates.
Then, based on the technique of attribute-based designated verifier
signature, a patient self-controllable multi-level privacy-preserving
cooperative authentication scheme (PSMPA) adding Load
balancing (PSMPAL) for increasing the efficiency in realizing three
levels of security and privacy requirement in distributed m-

healthcare cloud computing system is proposed.
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