
 

Jan - March © 2018 Transactions; 5(17): 705-708 

  

 

Case Study  

A Study on Security Information and Event Management (SIEM) 

Sugandhi Maheshwaram 

 

Corresponding Author:  

babuack@yahoo.com 
 

DOI: 

http://dx.doi.org/ 

10.17812/IJRA.5.17(2)2018 
 

Manuscript:  

Received: 15th Jan, 2018 

Accepted: 7th Feb, 2018 

Published: 25th Mar, 2018 
 

Publisher: 
Global Science Publishing Group, USA 

http://www.globalsciencepg.org/ 

ABSTRACT 
 

Security information and event management system are the 

industry-specific word in Computer Security talking for the 

type of info that an average of log documents or celebration 

logs out of multiple sources in to a centralized repository for 

further analysis. Occasion logs are produced by numerous 

internet sites apparatus, programs and computer software 

Updates. This paper stipulates an Overview of data mining 

place & security information event management system. 
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1. INTRODUCTION 

Data mining derives its own name from the 

similarities between trying to find gold. In gold 

mines all of us search for quite small particles of 

rock within a lot of property. Additionally in data 

mining we now hunt for valuable information from 

many advice accrued in an assortment of 

techniques. Data mining, a synonym to “info 

discovery in databases" is just a custom of 

evaluating details from several viewpoints and 

embracing it to invaluable advice. It is a truly 

procedure that allows clients to truly have 

understanding of what the chemical of relations 

between advice. It demonstrates patterns and 

tendencies that is often hidden to the numbers. It 

truly is usually viewed a method of extracting 

valid, previously not understood, non-trivial and 

beneficial info from data bases [1]. Data mining is 

increasingly becoming increasingly far more typical 

within people and individual businesses. Industries 

for example banking, insurance, drugs, and imports 

normally use data mining to lessen outlays, raise 

investigation, and elevate sales [2].If scope of data 

mining might also be used to the majority of 

instances logs generated from various media 

devices, system and program servers subsequently 

efficiency of corporation security may be drastically 

significantly greater. 

The genuine issue in today's company basic safety is 

a bracket of fax created by various approaches. 

Organizations have a tendency to set a whole lot of 

religion of their new shiny firewalls, IDSs, or even 

antivirus application. The minute one particular or 

lots of the replies are utilized subsequently IT crew 

admits that interpretation on the majority of logs 

manufactured by way of this solution is big concern. 

A machine might function being truly a well-tuned 

orchestra or as numerous pieces that function 

superbly individually but give you a more headache 

Anytime They're made within a similar space. 

2. RELATED WORK 

Over the degree of mining system industry, in 

current, concurrent programming designs such as 

Map reduce are used with the goal of mining and 

analysis of info. Map reduce is really a batch-

oriented parallel computing version. There's even 

now a definite difference in operation with 

relational data bases. Bettering the operation of both 

Map reduce and boosting the real-life character of 
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largescale data processing systems has received 

quite a large sum of consideration, together with 

Map reduce concurrent programming has been 

implemented to quite a few machine learning and 

data mining calculations. Data mining calculations 

usually must scan the practice statistics to get 

receiving the data to enhance or enhance version. 

For many folks those who mean to employ a 3rd 

party for example auditors to approach their own 

info, it's quite crucial to get productive and 

effectual accessibility to this info. In these 

situations, the solitude limits of consumer can be 

confronts unlike any regional duplicates or 

downloading enabled, etc.  Thus there's privacy-

preserving people auditing mechanism suggested 

for large scale data storage. [1] This people key-

based mechanism can be utilized make it possible 

for third party auditing, therefore users may safely 

permit a 3rd party to test their info without even 

breaking up the safety preferences or endangering 

the info solitude. In the event there is design and 

style of data mining calculations, communication 

development is really a familiar occurrence in real 

systems. But whilst the situation invoice disagrees, 

consequently the comprehension will probably be 

different. By way of instance, once we visit a 

physician for your own procedure, this physician's 

cure program consistently adjusts together with all 

the states of this individual. Similarly this 

understanding. 

Suggested and recognized that the idea of 

neighborhood blueprint investigation, that includes 

put out a base for worldwide awareness discovery 

from multi-source data mining. This concept 

stipulates an option Not Just for the Issue of 

complete search, but additionally for discovering 

international versions which conventional mining 

techniques Find It Impossible to locate. 

3. OVERVIEW OF SIEM 

SIEM procedure operates by utilizing all issues 

with data mining. It apparently gathers logs out of 

several gizmos normalized the logs and save data-

base. On this form of data retention principles are 

utilized to come across info that was purposeful. [4] 

What SIEM Provides? 

SIEM platform once precisely configured has got 

capability to turn into fundamental nervous 

technique of system. SIEM can do real time tracking 

and incident direction to security linked incidents 

that are accumulated in system, stability apparatus, 

and technique monitoring software. It may likewise 

Employed as log compliance & management 

coverage. 

4. SIEM FUNCTIONS 

Having some subtle Tweaks, there are Just Four Big 

Purposes of SIEM Services system 

1) Log Control -- concentrated logging into some 

host 

2) Menace Correlation -- which the Artificial-

intelligence utilized to form through numerous 

logs and log entrances to spot people 

3) Work-flow -- helps you to monitor and boost 

the episode 

4) Reporting -- Provides business coverage for 

compliance intention. 

5. ARCHITECTURE OF SIEM 

 

Fig. 1. SIEM architecture. 
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SIEM Architecture contains four Main parts: 

1. Data Sources: SIEM technique receives data-

feed from several apparatus that maybe not 

merely include things like media apparatus but 

some physiological security apparatus 

including bio degradable metric apparatus, 

card audience. 

2. Data Collectors: chief role of info collector will 

be really to accomplish normalization. This 

normalization transpires in just two manners 

that it normalize the worth like time zone, and 

priority, and seriousness compared to format 

that is common, they then stipulate that the 

info arrangement directly into format that is 

common. Many time collector perform 

aggregation as an example when you can find 

just 5 identical instances at under 3 minute 

afterward collector could ship just a single such 

celebration. This filtering raises efficacy and 

precision and decrease processing period. 

3. Central Engine: This really can be core of SIEM 

technique that chiefly does employing data 

mining algorithm. The motor writes functions 

from to data-base since they flow in to the 

computer system. It concurrently procedures 

them by way of data mining motor at which 

significance comes about. Additionally, it has 

user interface to produce effect of data mining 

algorithm. It empowers person to alter certain 

houses of algorithm. A few of additional 

element with the motor is reporting, approving, 

and dashboards. 

4. Database: As occasions flow in to fundamental 

engine that they truly are composed in data-

base using normalized schema. This storage 

aids to accomplish forensic investigation on 

historical statistics. By saving the occasions we 

all could examine brand new algorithm on 

historical statistics. 

 

6. IMPLEMENTATION OVERVIEW 

 

Fig. 2. Association analysis Framework 

Both methods may be utilized in SIEM for 

regeneration of anomaly. We are able to predict this 

anomaly association regulations. This principle 

could do the job just should we specify brink. 

Anomaly detection is figured by assessing the 

guidelines of ordinary type data-set together with 

all the guidelines of genuine site visitors category 

data sets predicated on size dimensions. In case the 

similarity consequence is greater compared to an 

individual brink, this usually means the data set 

does not have any intrusions, and vice versa. The 

standard kind data-set is mention info that needs to 

maybe not possess intrusions. To employ this 

procedure data needed to transform into to data sets 

such as if we've got packets catches afterward data 

collections are ready dependent on SYN, FIN and 

RST types of TCP flags, quantity of supply IP 

addresses, and variety of destination IP addresses, 

and also the entire quantity of bundles. We are able 

to compose a procedure that can convert all of true 

time steady information to data info. The moment 

the necessary data collection is willing we are able 

to employ this specific particular algorithm. 

Third method May Be Used on IDS occasions that 

the principle will probably appear to be undefined 

=> undefined this principle imply that when we 

could view ping scanning out of only IP address to 
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multiple IP address & port scanning occasion in 

identical IP address then it Is Probably That 

identical IP will Attempt to harness any famous 

vulnerability on receptive interface. 

7. CONCLUSION 

This analysis indicates how data mining may be 

utilized within SIEM technique. This paper 

introduces the applicable understanding, structure 

of SIEM technique then your principle of algorithm 

to get its significance investigation. We've observed 

many institution regulations to find strange styles. 

Certainly one of those areas we're researching for 

long term analysis is the way we may use different 

data mining procedure such as classification, 

clustering to improve the platform power. 

Additionally, we're boosting the processes we've 

said to cut back false positive alarms and also to 

lower CPU load in platform whilst calculating data 

mining guidelines. More over We're trying to 

donate a few fresh modules to get open-source 

SIEM job. 

REFERENCES 

1. I. K. R. Rao,"Data Mining and Clustering 

methods," DRTC Workshop on Semantic Internet, 

DRTC, Bangalore, paperk, pp. 1-1, 8th -- 10th 

December, 2003. 

2. J. W. Seifert,"Data Mining and Homeland 

Protection: A Summary", CRS Report, pp. 1-1, Jan. 

2007. 

3. M. S. Chen and J. H. Philip,"Data Mining: An 

Overview from a Database Perspective," IEEE 

Trans on information and information technology, 

vol-3. 

4. S. Yuan and C. Zou,"The Safety Procedures 

Middle Predicated on Correlation Evaluation ". 

5. E. E. Eljadi and Z. A. Othman,"Anomaly Detection 

for PTM's Community Targeted Traffic Using 

Affiliation Rule," in Proc. Of 2011 3rd Seminar on 

Data Mining and Optimization D-MO, June 2011 

6. R. Agrawal and Srikant,"Fast Algorithms for 

Mining Association Rules," in Proceeding of the 

20th VLDB Meeting Santiago,1994 

7. Yeshwanth Rao Bhandayker, “An overview of the 

integration of all data mining at cloud-computing” 

in “AIRO International Research Journal”, Volume 

XVI, June 2018  [ISSN : 2320-3714] 

8. Yeshwanth Rao Bhandayker , “Artificial 

Intelligence and Big Data for Computer Cyber 

Security Systems” in “Journal of Advances in 

Science and Technology”, Vol. 12, Issue No. 24, 

November-2016  [ISSN : 2230-9659] 

9. Sugandhi Maheshwaram, “A Comprehensive 

Review on the Implementation of Big Data 

Solutions” in “International Journal of Information 

Technology and Management”, Vol. XI, Issue No. 

XVII, November-2016  [ISSN : 2249-4510] 

10. Sugandhi Maheshwaram, “An Overview of Open 

Research Issues in Big Data Analytics” in “Journal 

of Advances in Science and Technology”, Vol. 14, 

Issue No. 2, September-2017 [ISSN: 2230-9659]. 

11. Yeshwanth Rao Bhandayker, “Security 

Mechanisms for Providing Security to the 

Network” in “International Journal of Information 

Technology and Management”, Vol. 12, Issue No. 

1, February-2017,  [ISSN : 2249-4510] 

12. Dr. Shoban Babu Sriramoju, Ramesh Gadde, “A 

Ranking Model Framework for Multiple Vertical 

Search Domains” in “International Journal of 

Research and Applications” Vol 1, Issue 1, Jan-Mar 

2014 [ISSN: 2349-0020]. 

13. Mounika Reddy, Avula Deepak, Ekkati Kalyani 

Dharavath, Kranthi Gande, Shoban Sriramoju, 

“Risk-Aware Response Answer for Mitigating 

Painter Routing Attacks” in “International Journal 

of Information Technology and Management”, 

Volume VI, Issue I, Feb 2014 [ ISSN : 2249-4510]. 




